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INSTITUTIONAL TRUST SUMMARY
Security, privacy, accessibility, operations, and AI FAQ
A concise, bounded overview for early discovery. Detailed evidence is provided through a controlled diligence process.
	
	Trust position
Adaptive Learner is designed for sensitive learner-support workflows. The public position is evidence-based but deliberately bounded: this document distinguishes implemented architecture, configurable customer choices, deployment-specific decisions, and items requiring independent review.



	Product
	Adaptive Learner Collaboration Platform

	Document status
	P0 first-level summary; not a certification or legal opinion

	Technical contact
	Jan Franken, B.Sc., MBA - jan@janfranken.ca

	Detailed diligence
	Architecture, data flow, test evidence, provider register, and runbooks supplied under controlled access where appropriate

	Current stage
	Implementation-ready; typed multi-plan and governed AI-assisted planning are included in the current implementation baseline; controlled pilot validation and representative customer acceptance remain pending



Deployment and hosting
How is Adaptive Learner delivered?
The baseline is a secure browser-based ASP.NET Core / Blazor application running on Linux behind nginx and Kestrel, with PostgreSQL as the operational system of record, distributed cache, versioned object storage, and durable workflow/background state. The learner experience is responsive web/PWA-first. 
Are test and production environments separated?
Yes. The operating baseline requires separate UAT/Test and Production instances, databases, environment files, provider credentials, data roots, key rings, and reset rules. UAT/Test may be reset and reseeded; Production must not use destructive test reset behaviour.
Where is customer data hosted in the production baseline?
The production hosting baseline uses Amazon Web Services (AWS) in a Canadian AWS Region. Application workloads run on Amazon EC2 within an Amazon VPC; PostgreSQL uses Amazon RDS for PostgreSQL; and documents and other stored artifacts use Amazon S3 with AWS KMS-managed encryption. Customer-specific region and external-provider processing details are confirmed during diligence and contracting.
Identity and access
How is access controlled?
Baseline role permissions are refined at runtime by tenant, organization, learner assignment, purpose of use, record classification, consent, minor-authority mode, archive state, and other applicable policy inputs. Menu visibility, routes, queries, commands, and background work are intended to use the same canonical permission model.
Does every participant see the same learner record?
No. The product explicitly separates shared educational content, operationally sensitive information, restricted professional records, governance/legal information, family-safe views, learner activity context, and archive-restricted material.
How are roles assigned?
Administrative role assignment is catalog-backed and validated server-side. Arbitrary role-code entry is not the normal assignment model, and successful or rejected changes are intended to retain audit evidence.
Data governance
How is tenant data separated?
Tenant-owned operational, archive, projection, and commercial data carries tenant scope. Cross-tenant exposure is prohibited except for explicitly designed platform-governance or shared entities. Tenant isolation must be proven through positive and negative testing before release.
How are source documents and imported data handled?
External data enters through controlled import boundaries with staging, schema validation, duplicate/idempotency handling, mapping, verification, publication, and source lineage. Original artifacts or payloads are preserved where required rather than silently overwritten.
How are versions and corrections handled?
Plans, assessments, authority records, recommendations, important lifecycle changes, and other high-impact records retain version or history evidence. Manual correction is permitted where designed, but must remain attributable and must not erase the original source or prior validated state.
How are retention, export, deletion, archive, and legal hold handled?
The architecture supports data-class and tenant-policy-based retention, archive state, legal hold, controlled export, retrieval, and purge/anonymization where permitted. Exact schedules and customer responsibilities must be confirmed contractually and configured for the deployment.
Security and operations
Is data encrypted?
The operating design requires HTTPS/TLS for public transport, protected secrets outside the release package, encrypted/versioned object storage, restricted database/cache network access, and environment-specific credentials. Final encryption-at-rest implementation depends on the selected hosting and storage services and is verified during deployment.
What audit evidence exists?
Security-relevant and business-governance actions are designed to produce structured audit or provenance records, including access, disclosure, workflow approvals, AI artifacts, imports, exports, restoration, and administrative actions where applicable.
How are backup and recovery handled?
The baseline requires automated database backup, versioned object storage, protected configuration/secret recovery planning, release-package retention, and documented restore procedures. Pilot and Production readiness should include a recorded backup/restore rehearsal appropriate to the deployment.
How are incidents handled?
The SOP and operating model include privacy incident, security event, suspicious-access, disclosure, consent rollback, backup monitoring, restore, and support escalation procedures. Customer contacts, notification commitments, and legal obligations are finalized before pilot go-live.
AI governance
What does AI do?
AI may assist with drafts, summaries, transcript enrichment, recommendations, explanation, approved SOP/policy retrieval, and evidence-informed plan drafting or section-level plan refinement. AI is not positioned as an autonomous diagnostic or professional decision-maker. For plan drafting, only authorized learner context, validated assessment results, and verified professional findings may be used as governed evidence.
Can AI publish a learner record or change access?
No. Authoritative publication and high-impact actions remain behind human review and policy-controlled application boundaries. For AI-assisted planning, an approved AI proposal may create or amend the authoritative support plan only in Draft state; it cannot approve or publish the plan. AI output retains context, provider/model, evidence sources, reviewer, disposition, and supersession/provenance information where applicable.
Is customer data used to train public models?
The intended control posture is provider- and agreement-specific: only approved, minimized, role-appropriate context may be sent to an AI provider. Training, retention, region, and provider terms must be confirmed for the selected service before production use. No blanket training claim should be assumed from this FAQ.
Plans and AI-assisted planning
Does Adaptive Learner support plans such as ITP and Behaviour Support Plans?
Yes. The current planning model supports multiple concurrent, versioned plans for the same learner. Built-in plan types include General Learner Support Plan, Individual Education Plan (IEP, with IPP accepted as a controlled alias), Individual Transition Plan (ITP), Behaviour Support Plan, and Other / Tenant-defined Plan. Authorized tenant administrators can define additional plan types with governed section schemas. Existing plans remain pinned to the plan-template/schema version under which they were created rather than silently changing when a template is revised.
Can AI create or customize plans from learner diagnoses and clinical test scores?
Yes, within governed professional boundaries. AI-assisted planning can assemble validated assessment results and verified professional findings such as a diagnosis, provisional diagnosis, functional formulation, or clinical finding, together with other authorized learner context, to draft a typed plan or refine a selected plan section. The AI is not permitted to infer or create a diagnosis from test scores; diagnosis information must already exist as a verified professional finding. Evidence-linked recommendations must reference sources actually present in the governed AI context.
How does AI-assisted plan customization stay under human control?
The AI proposal remains a draft artifact until an authorized human reviews it. Once approved for promotion, it can create a new plan or amend an existing plan only in Draft state. Normal review, approval, publication, amendment, retirement, version-history, permission, and audit controls still apply. Section-level AI refinement is designed to update only the selected section while preserving unrelated plan content.
Accessibility
What is the accessibility posture?
Accessibility is a stated product and brand requirement. The design includes semantic structure, keyboard/focus expectations, contrast, touch-target and learner-profile considerations, and role-based testing. The product should not be represented as independently certified WCAG-compliant until representative testing and any required independent review are completed.
Learner devices
Does the learner need an installed mobile app?
No native app is required for the baseline. A learner can use a responsive web/PWA surface launched through a short-lived QR code, short code, or deep link. A native app is deferred unless pilots prove a specific MDM, kiosk, push, heavy-offline, or hardware-control requirement.
Can the product work offline?
The architecture supports a selective offline edge for approved learner/support activities, local queueing, and synchronization. Only minimum necessary data should be cached; restricted records and complex administrative workflows remain online and server-governed.
Procurement
Has the product completed customer market acceptance?
Not yet. The current approved wording is implementation-ready and available for controlled pilot validation. Representative role-based UAT, paid-pilot evidence, reference customers, and market-proven outcome claims remain to be established.
What evidence can be provided during diligence?
Subject to confidentiality and relevance, Adaptive Learner can provide architecture and data-flow summaries, functional testing and UAT approach, deployment and recovery evidence, SOP/control index, provider and subprocessor information, access-control descriptions, AI-governance controls, and customer-specific implementation documentation.
Which items are customer-specific?
Hosting region, identity federation, external providers, retention, data categories, integrations, accessibility acceptance, support commitments, incident notification, insurance, legal terms, pilot scope, and acceptance criteria are confirmed through discovery, proposal, diligence, and contracting.

Compliance
Which privacy and legal frameworks is Adaptive Learner designed to support?
Adaptive Learner is designed to support deployments operating under applicable Canadian and Saskatchewan privacy, information-management, and electronic-transactions requirements. Applicability depends on the customer, data, purpose, and deployment. Compliance is not established by software architecture alone; it also depends on contractual terms, policy configuration, operating procedures, user practices, the customer's legal authority, and ongoing governance evidence.
· Personal Information Protection and Electronic Documents Act (PIPEDA), where applicable to Adaptive Learner's commercial handling of personal information, including accountability, safeguards, and protection of information transferred to third parties for processing.
· The Local Authority Freedom of Information and Protection of Privacy Act (LA FOIP), for Saskatchewan local-authority customers such as school boards and post-secondary institutions. Section 23.2 requires a written agreement before a local authority discloses personal information to an information management service provider, and section 8.2 of the LA FOIP Regulations specifies required agreement content, including the service, security and safeguarding obligations, and destruction provisions where applicable.
· The Health Information Protection Act (HIPA), where a Saskatchewan trustee provides personal health information to Adaptive Learner in an information-management-service-provider role. Section 18(2), together with section 7 of The Health Information Protection Regulations, 2023, requires a written agreement containing specified service, safeguarding, use, destruction, compliance, and breach-notification provisions.
· The Electronic Information and Documents Act, 2000 (Saskatchewan), which supports the legal use of electronic information, records, signatures, and electronic contract formation where the Act applies, subject to statutory exclusions and customer/counsel review.
Current limitations and escalation path
	Publicly shareable
This FAQ and customer product brief.
High-level architecture/deployment summary.
Pilot offer and approved commercial ranges.
Human-governed AI and role-shaped access explanation.
	Controlled diligence
Detailed architecture and data flows.
Security-sensitive runbooks or environment evidence.
Provider agreements, credentials, exact topology, logs, or vulnerability detail.
Customer-specific privacy, legal, retention, and incident commitments.



	
	Escalation
Questions requiring detailed technical, privacy, security, accessibility, legal, insurance, tax, or provider conclusions are logged, assigned, and answered through the appropriate review path rather than improvised during sales conversations.



Source basis and status control
This document is grounded in the Adaptive Learner business plan, architecture, data, technical, actor/workflow, functional testing, administration, deployment, SOP, video-guide, Insight Matrix brand source set, and the current v1.54 typed-plan / governed AI-planning implementation increment. The commercial language deliberately distinguishes implemented capability from representative customer validation and market proof.
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